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HIPAA Security Assessment

Administrative Procedures

Requirement Implementation
Certification
Contingency plan Application and data criticality analysis

Data backup plan

Disaster recovery plan

Emergency mode operation plan

Testing and revision

Formal mechanism form processing records

Information access control Access authorization

Access establishment

Access modification

Internal audit

Personnel security Assure supervision of maintenance personnel by authorized

knowledgeable personnel

Personnel security policy / procedure

Maintenance of access authorization records

Operating and maintenance personnel have proper access

authorization

System users, maintenance personnel trained in security

Personnel clearance procedure
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Requirement

Implementation

Security configuration

management

Documentation

Hardware / software installation and maintenance review and

testing for security features

Inventory

Seucrity testing

Virus checking

Security incident procedures

Report procedures

Response procedures

Security management

process

Risk analysis

Risk management

Sanction policy

Termination procedures

Combination locks changed
Removal from access lists
Removal of users accounts

Turn in keys, token, or cards that allow access

Training

Awareness training

Periodic security reminders

User education concerning virus protection

User education in importance of monitoring log-in success/

failure, and how to report discrepancies

User education in password management
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Physical Safeguards to Protect Data Confidentiality, Integrity, Availability

Requirement Implementation

Assigned security responsibility

Medical controls Access control

Accountability

Data backup

Data storage

Disposal

Physical access controls Disaster recovery

Emergency mode operation

Equipment control ( into and out of site )

Facility security plan

Procedures for verifying access authorizations prior to

physical access

Maintenance records

Need-to-know procedures for personnel access

Sign-in for visitors and escort

Testing and revision

Policy/guideline on

workstation use

Secure workstation

location

Security awareness

training
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Technical Security Services to Protect Data Confidentiality, Integrity, Availability

Requirement

Implementation

Access control

Context-based access

Encryption

Procedure for emergency access

Role-based access

User-based access

Audit controls

Authorization control

Role-based access

User-based access

Data authentication

Entity authentication

Automatic log-off

Biometric

Password

PIN

Telephone callback

Token

Unique user identification

Communication / network

controls

Access controls

Alarm

Audit trail

Encryption

Entity authentication

Event reporting

Integrity controls

Message authentication
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Lean and National Health Advocacy |
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ANY.AINITIU QUANONT  AREUNNEAIEATISINENLNRINNBLA

Hemophilia is an inherited severe bleeding disorder found in 1:10,000 of
population. The deficiency state of clotting factor (factor VIl or factor IX) creates
frequent bleeding episodes in the muscle and joints. Appropriate replacement therapy
with blood component of fresh frozen plasma, cryoprecipitate or factor concentrate is
essential for the favorable outcome. However, hemophilic patients in economically
less-developed countries often receive inadequate replacement. They end up with
chronically suffering with pain, morbidity and mortality. They seldom reach the adult-
hood due to bleeding during the childhood period.

The nation wide coverage of early treatment with factor concentrate for every
registered hemophilic patients has been implemented in Thailand since May, 2006.
The National Health Security Office (Soo Poo Soo Choo) provides financial support
for 38 registered comprehensive hemophilia care centers located at university and
regional hospitals to purchase imported viral-inactivated factor concentrates. It is an
additional budget on top of routine health care allowance. The recipients of factor
concentrates have a lower risk to contract transfusion- transmitted diseases such as
HIV and hepatitis C infection. However, the provided budget for each patient ranging
from 90,000-120,000 baht per year can be used to purchase only 10unit/kg B.W. of
factor concentrate for 2-4 times per month. Therefore, patients should have proper
self-care to prevent bleeding and parents or care-giver should offer safe environment
to protect their children from bleeding especially for fall risk. After 18- month
implementation, 253 out of 1,000 registered patients were intensively evaluated. The
results revealed that the total number of in-patient hospitalization and hospitalized
days during the early treatment period were significantly lower than those of pre-early
treatment period (445 vs 681 episodes/year, 1724 vs 3230 days) with p values of
<0.001. Importantly, both patients and parents reported that their quality of life was in
an excellent level.

In conclusion, early treatment with limited amount of factor concentrate has

been proved to be cost-effective management with favorable outcome.
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Lean and Anesthesia : Quality in Anesthesia
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Lean and Anesthesia
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Better Care with Nutrition
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Drug Safety Issues in Chronic Kidney Disease
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Management of Emergency Drugs |
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